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PASRR Initial Login Guide

Access to the Preadmission Screening and Resident Review (PASRR) portal is a multistep
process, the first of which consists of a Learning Management System (LMS) training
component. Once training is complete, you will receive a series of emails consisting of an
access email with instructions on how to gain access to the portal and set up your account.
Please follow the steps below using google chrome incognito mode to set up your account the
first time you log in.

Step 1. You will receive an email with the subject line “PASRR Portal Access” from No-Reply-
DMHPASRR@umassmed.edu. Please note that this email may be in your junk mail or spam
folder. If you did not receive the email OR need a new email sent, please contact
DMHPASRR@umassmed.edu with the subject line “New PASRR Portal Access email needed”.

Step 2. Within that email, click on the link highlighted below.

PASRR Portal Access Inbox x

NoReply-DMHPASRR <NoReply-DMHPASRREumassmed.edus

Welcome PASRR Portal User,
You have been identified as a user of the PASRR Portal for the online submission of all PASRR Level | forms,

To gain your log in credential you must take the next steps.

1. You will receive a second email with a temporary password.

2. Once received please go to Link = hitps:iwww masspasmrorg) =
3. Enter your usermam

4. Open the second email with subject ‘PASRR Portal Temporary Password’ and click 'Read the message' to by
5. Choose 'Sign in with a One-Time passcode’. A third email with a one-time code will be sent (note: this isn't yg
6. Use this code to open the encrypted email, revealing your temporary password.

Step 3. Your web browser will be redirected to a Microsoft login page. Choose the “Use another
account” option on the bottom of the Microsoft “Pick an account” screen.

B® Microsoft

Pick an account

) <
i S——
(A Cm——

+ Use another account
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Step 4. Copy the username from the PASRR portal Access email described in Step 2 and enter
it in the “Sign in” screen. Click “Next”.

B8 Microsoft

Sign in

-~

Can't access your account?

@1; Sign-in options

Step 5. The “Enter password” screen will appear. STOP on this screen. Do not enter anything
here for now.

BT Microsoft

Enter password

Forgot my password
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Step 6. Locate the email with the subject line “Secure- PASRR Portal Temporary Password”.
Click on “Read the message”.

NoReply-DMHPASRR <NoReply-DMHPASRR@umassmed.edu>

tome =

NoReply-DMHPASRR (NoReply-DMHPASRR@umassmed.edu) has sent you

a protected message.

a6

Read the message

Access to the message will expire on Friday, September 8, 2023 3:40 PM (UTC)

This is a secure message sent by the University of Massachusetts Medical
School.

This email and its content are confidential and intended solely for the use of the addressee. Please notify
the sender if you have received this email in error or simply delete it.
Privacy Statement

Step 7. A new window will open. Click on “Sign in with a One-time passcode” option.

NoReply-DMHPASRR@umassmed.edu has sent you a protected message

[}

Sign in to view the message

Sign in with Google

Need Help?

Privacy Statement

Step 8. You will receive an email with the subject line “Your one-time passcode to view the
message”. This email contains a one-time passcode.

Microsoft Office 365 Message Encryption <Microsolt Office3s5@mess
!

Here is your one-time passcode

To view your message, enter the code in the web page where you requested
it.

MNOTE: This one-time passcode expires 15 minutes after it was requested.

Initial PASRR Login User Guide | August 2023



fWHealthm at UMass Chan

Medical School

Step 9. Enter the one-time passcode from this email and click “Continue”.

Please check your email, enter the ocne-tsme passcode and dick continue. The one-time passcode will expire in 15 minutes

One-time passcodes

Step 10. The temporary password will be displayed in your web browser.

Secure - PASRR Portal Temporary Password

° NoReply-DMHPASRR <NoReply-DMHPASRR @umassmed.edu>
Today, 11:35 AM
Encrypt: This message is encrypted. Recipients can't remove encryption.
Dear PASRR Portal User,
We have generated a temporary password for you to utilize as your temporary password the PASRR Portal.
Your temporary password is Judo4500
If you have any questions, please email: DMHPASRR@umassmed.edu.

Thank you,

DMH PASRR Team

Step 11. Return to the “Enter password” screen. Enter your temporary password.

% Microsoft

Enter password

Fargot my password
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Step 12. You will be prompted to select how you would like to authenticate your account each
time you log into the portal. You have two options:

Option 1: Download the Microsoft Authenticator application on phone by clicking “Download
now” link.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

6 Start by getting the app

S On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

L want to set up a different method

Option 2: Click on the “l want to set up a different method”. If you select this option, skip to Step
18 on page 7 of this uder guide.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are

Microsoft Authenticator

a Start by getting the app

o On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

Lwant to set up a different method

Step 13. Only for Option 1. Download the Microsoft Authenticator application on your phone.

Step 14. Only for Option 1. Click “Next”.

Keep your account secure

Your organization requires you to set up the following methads of proving who you are.

Microsoft Authenticator

Set up your account

if prompted, allow notifications. Then add an account, and select "Work or school”.

e -

Lwant to set up a different method
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Step 15. Only for Option 1. Open the Microsoft Authenticator application on your phone and
click on the “+” symbol. Select “Work or School account”.

Accounts -} '
895 823 C" What und of account are you adding?
W Slack =. Personal account ®
kayg@contoso.con
439651 G B Work or school sccount ®

Other account (Google, Facebook, etc) (&)

(’ rdcﬁbjx‘)f-f outiook.com
339813 ¢

o
889812 G

Step 16. Only for Option 1. Select Scan QR code on phone and scan the code from the
browser. Click “Next”.

Keep your account secure

‘Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next”,

o e =
e | EE

| want to set up a different method
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Step 17. Only for Option 1. Enter the 2-digit number on phone. Click “Next”, “Next”, and
“Done”. Skip to Step 22 on page 10 of this user guide.

Keep your account secure Keep your account secure
&3 you to set up the following methods of proving who you are. Your organization requires you to set up the following metheds of proving who you are
Microsoft Authenticator Microsoft Authenticator
Let's try it out Motification approved
v v
prove the notification we're sending to your spp by entering the number shown below
66 -

Keep your account secure

Your organization requires you to st up the following methads of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

A
Microsoft Authenticator

Step 18. Only for Option 2. If you selected Option 2 at Step 12, select “Phone” from the drop
down menu. Click “Confirm”.

Choose a different method X

Which method would you like to use?

Phone e

R

IMPORTANT: If selecting this option, you will need to have access to this phone nhumber each
time you login to the PASRR Portal.

Step 19. Only for Option 2. Enter phone number and select how you would like to
authenticate, through text message or through phone call, each time you access the PASRR
Portal.

Select “Text me a code” if you would like to authenticate via text each time you access the
PASRR Portal. Click “Next”.

Select “Call me” if you would like to authenticate via phone call each time you access the
PASRR Portal. Click “Next”.
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phane or texting a code to your phone.

What phone number would you like to use?

‘ United States (+1) V‘ | 717-555-1212]

i~
(@) Text me a code

O Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

| want to set up a different method

at UMass Chan
Medical School

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

We just sent a 6 digit code to +1 7179407256. Enter the code below.

Enter code

Resend code

‘ Back ‘

| want to set up a different method

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

You can prove who you are by answering a call on your phone or texting a code to your phone.

What phone number would you like to use?

D | urited States (+1) v | co—

Q Text me a code
‘_.;) Call me

Message and data rates may apply. Choosing Next means that you agree to the Terms of service and Privacy

and cookies statement.

Lwant to set up a different method
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Step 20. Only for Option 2. Answer the phone call and press the “#” key. The screen below will
be displayed. Click “Next”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Phone

° Call answered. Your phone was registered successfully.

Step 21. Only for Option 2. Success message will be displayed. Click “Done”.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done” to continue signing in.

Default sign-in method:

% Phone
O

Step 22. For both options. The “Data Access Agreement” will be displayed. Review and click
on “l Accept”. Click “Confirm”.

\z

R

ot sl @ e g ol s Ot

Data Access Agreement
Non-ForHealth Consulting at UMass Chan Medical School Users
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Step 23. For both options. Enter the temporary password from “Secure - PASRR Portal
Temporary Password” email into “Current password” field. Then, enter your new password in
both New and Confirm Password below. (New password must be 8 digits and must contain a
lowercase character, uppercase character, number, and symbols.)

=" Microsoft

swatitest.kandula@masspasir.org

Update your password

You need to update your password because this is
the first time you are signing in, or because your
password has expired.

Step 24. Only for Option 1. If you chose to authenticate your account using the Microsoft
Authenticator app, enter the 2-digit number from this screen onto the Microsoft Authenticator
app on phone.

B® Microsoft
swatitest.kandula@masspasrr.org

Approve sign in request

@ Open your Authenticator app, and enter the
number shown to sign in.

29

Mo numbers in your app? Make sure to upgrade to
the latest version.

| can't use my Microsoft Authenticator app night now

More information
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Step 25. Only for Option 2. Select the call or text option. Press “#” on the call received or enter
the code received in text.

B® Microsoft
georgetest swann@masspasir.org

Verify your identity

Cancel

Step 26. For both options. Select your Health Care Organization to log in. You will not see this
screen if you are registered for only one organization.

From the list below, please select the Healthcare Organization you wish to access.

Saelect an HCO to access ® Care One at Brookline
Soulhcoast

 you o ot seo an HEO you shoukd be abés 4o accoss, please contact your HEO Admin.

Step 24. Congratulations! You have successfully logged into the PASRR Portal.

Next time you access the portal, click on https://www.masspasrr.org. Sign in with PASRR
username, password, and your opted multifactor authentication
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Troubleshooting

If you see the error below, click on https://www.masspastr.org, which will bring you to the
password screen. Sign in with your PASRR username, password, and your opted multifactor
authentication.

We can't log you in because of an issue with single sign-

on. Contact your Salesforce admin for help.

If you see the below error, sign out and select PASRR account
(<firstname.lastname@masspasrr.org>), and sign in with your PASRR username, password,
and your opted multifactor authentication.

B® Microsoft
george.swann@umassmed.edu

Access is blocked by the
organization

The singleauth.onmicrosoft.com administrator has
restricted which organizations can access their

tenant. Contact the singleauth.onmicrosaft.com IT
department to request access.

Sign out to protect your account

Troubleshooting details X
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 12c999339-0ef1-4b06-b281-ac8d2fd7a700
Correlation Id: 31a2feb1-ecdf-d4ebe-99f5-52dc2baacc2b
Timestamp: 2023-08-29T18:48:387

Message: AADSTS500213: The resource tenant’s cross-
tenant access policy does not allow this user to access this
tenant.

App name: PASRR Prod User Provision (Salesforce Frontend
SAML)

Device platform: Windows 10
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